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Homologation statement - regulation notice

This product is not intended to be connected directly or indirectly by any means whatsoever to interfaces of
public telecommunications networks.

FRoI. EXRAEFEEORBOHRNDOERE. TLETNICETIHETO EHE B
BET28O0TERYTEA.
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Safety, environmental, and electronic emissions notices

Safety notices may be printed throughout this guide. DANGER notices warn you of conditions or procedures
that can result in death or severe personal injury. CAUTION notices warn you of conditions or procedures
that can cause personal injury that is neither lethal nor extremely hazardous. Attention notices warn you of
conditions or procedures that can cause damage to machines, equipment, or programs.

DANGER notices
fii bR

To prevent a possible shock from touching two surfaces with different protective ground (earth), use

one hand, when possible, to connect or disconnect signal cables. (D001)

fa b

Overloading a branch circuit is potentially a fire hazard and a shock hazard under certain

conditions. To avoid these hazards, ensure that your system electrical requirements do not exceed
branch circuit protection requirements. Refer to the information that is provided with your device or
the power rating label for electrical specifications. (D002)

fi bR

If the receptacle has a metal shell, do not touch the shell until you have completed the voltage and

grounding checks. Improper wiring or grounding could place dangerous voltage on the metal shell. If
any of the conditions are not as described, STOP. Ensure the improper voltage or impedance
conditions are corrected before proceeding. (D003)

fi bR

An electrical outlet that is not correctly wired could place hazardous voltage on the metal parts of

the system or the devices that attach to the system. It is the responsibility of the customer to ensure
that the outlet is correctly wired and grounded to prevent an electrical shock. (D004)

fi R
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When working on or around the system, observe the following precautions:

Electrical voltage and current from power, telephone, and communication cables are hazardous. To
avoid a shock hazard:

+ Connect power to this unit only with the IBM® ISS provided power cord. Do not use the IBM
ISS provided power cord for any other product.

* Do not open or service any power supply assembly.

* Do not connect or disconnect any cables or perform installation, maintenance, or reconfiguration
of this product during an electrical storm.

* The product might be equipped with multiple power cords. To remove all hazardous voltages,
disconnect all power cords.

* Connect all power cords to a properly wired and grounded electrical outlet. Ensure that the outlet
supplies proper voltage and phase rotation according to the system rating plate.

* Connect any equipment that will be attached to this product to properly wired outlets.
* When possible, use one hand only to connect or disconnect signal cables.
* Never turn on any equipment when there is evidence of fire, water, or structural damage.

* Disconnect the attached power cords, telecommunications systems, networks, and modems before
you open the device covers, unless instructed otherwise in the installation and configuration
procedures.

* Connect and disconnect cables as described in the following procedures when installing, moving, or
opening covers on this product or attached devices.

To disconnect:

1. Turn off everything (unless instructed otherwise).
2. Remove the power cords from the outlets.

3. Remove the signal cables from the connectors.

4. Remove all cables from the devices.

To connect:

1. Turn off everything (unless instructed otherwise).
2. Attach all cables to the devices.

3. Attach the signal cables to the connectors.

4. Attach the power cords to the outlets.

5. Turn on the devices.

(D005)

CAUTION notices

R

Data processing environments can contain equipment transmitting on system links with laser modules
that operate at great than Class 1 power levels. For this reason, never look into the end of an optical
fiber cable or open receptacle. (C027)
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The battery contains lithium. To avoid possible explosion, do not burn or charge the battery.
Do not:

* Throw or immerse into water

* Heat to more than 100°C (212°F)

* Repair or disassemble

Exchange only with the IBM ISS-approved part. Recycle or discard the battery as instructed by local
regulations. In the United States, IBM ISS has a process for the collection of this battery. For
information, call 1-800-426-4333. Have the IBM ISS part number for the battery unit available when
you call. (C003)

For 19” rack mount products:

* Do not install a unit in a rack where the internal rack ambient temperatures will exceed the
manufacturer's recommended ambient temperature for all your rack-mounted devices.

* Do not install a unit in a rack where the air flow is compromised. Ensure that air flow is not
blocked or reduced on any side, front, or back of a unit used for air flow through the unit.

* Consideration should be given to the connection of the equipment to the supply circuit so that
overloading the circuits does not compromise the supply wiring or overcurrent protection. To provide
the correct power connection to a rack, refer to the rating labels located on the equipment in the
rack to determine the total power requirement of the supply circuit.

* (For sliding drawers) Do not pull or install any drawer or feature if the rack stabilizer brackets are
not attached to the rack. Do not pull out more than one drawer at a time. The rack might become
unstable if you pull out more than one drawer at a time.

* (For fixed drawers) This drawer is a fixed drawer and must not be moved for servicing unless
specified by the manufacturer. Attempting to move the drawer partially or completely out of the
rack might cause the rack to become unstable or cause the drawer to fall out of the rack.

(R0O01 Part 2 of 2)
Product handling information

One of the following two safety notices may apply to this product. Please refer to the specific product
specifications to determine the weight of the product to see which applies.

R
This part or unit is heavy but has a weight smaller than 18 kg (39.7 1b). Use care when lifting,
removing, or installing this part or unit. (C008)

The weight of this part or unit is between 18 and 32 kg (39.7 and 70.5 lb). It takes two persons to
safely lift this part or unit. (C009)

Safety, environmental, and electronic emissions notices 1X



=18 kg {39.7 Ib}

18-32 kg (30.7-70.5 1b) |

Product safety labels
One or more of the following safety labels may apply to this product.

fi bR

Hazardous voltage, current, or energy levels are present inside any component that has this label
attached. Do not open any cover or barrier that contains this label. (L.001)

fi R

Multiple power cords. The product might be equipped with multiple power cords. To remove all
hazardous voltages, cdisconnect all power cords. (L003)

1 2

JE & e &
v =

World trade safety information

Several countries require the safety information contained in product publications to be presented in their
national languages. If this requirement applies to your country, a safety information booklet is included in the
publications package shipped with the product. The booklet contains the safety information in your national
language with references to the US English source. Before using a US English publication to install, operate,
or service this IBM ISS product, you must first become familiar with the related safety information in the
booklet. You should also refer to the booklet any time you do not clearly understand any safety information
in the US English publications.

X Network IPS: Z—H— - i1 R



Laser safety information
The following laser safety notices apply to this product:

This product may contain one or more of the following devices: CD-ROM drive, DVD-ROM drive,
DVD-RAM drive, or laser module, which are Class 1 laser products. Note the following information:

* Do not remove the covers. Removing the covers of the laser product could result in exposure to
hazardous laser radiation. There are no serviceable parts inside the device.

* Use of the controls or adjustments or performance of procedures other than those specified herein
might result in hazardous radiation exposure. (C026)

T

Data processing environments can contain equipment transmitting on system links with laser modules
that operate at greater than Class 1 power levels. For this reason, never look into the end of an
optical fiber cable or open receptacle. (C027)

Laser compliance

All lasers are certified in the U.S. to conform to the requirements of DHHS 21 CFR Subchapter J for class
1 laser products. Outside the U.S., they are certified to be in compliance with IEC 60825 as a class 1 laser
product. Consult the label on each part for laser certification numbers and approval information.

Product recycling and disposal

This unit must be recycled or discarded according to applicable local and national regulations. IBM
encourages owners of information technology (IT) equipment to responsibly recycle their equipment when it is
no longer needed. IBM offers a variety of product return programs and services in several countries to assist
equipment owners in recycling their IT products. Information on IBM ISS product recycling offerings can be
found on IBM's Internet site at http:// www.ibm.com/ibm/environment/products/prp.shtml.

Esta unidad debe reciclarse o desecharse de acuerdo con lo establecido en la normativa nacional o local
aplicable. IBM recomienda a los propietarios de equipos de tecnologia de la informacién (TI) que reciclen
responsablemente sus equipos cuando éstos ya no les sean utiles. IBM dispone de una serie de programas y
servicios de devolucion de productos en varios paises, a fin de ayudar a los propietarios de equipos a
reciclar sus productos de TI. Se puede encontrar informacién sobre las ofertas de reciclado de productos de
IBM en el sitio web de IBM http:/ www.ibm.com/ibm/environment/products/prp.shtml.

Notice: This mark applies only to countries within the European Union (EU) and Norway.
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Appliances are labeled in accordance with European Directive 2002/96/EC concerning waste electrical and
electronic equipment (WEEE). The Directive determines the framework for the return and recycling of used
appliances as applicable through the European Union. This label is applied to various products to indicate
that the product is not to be thrown away, but rather reclaimed upon end of life per this Directive.

In accordance with the European WEEE Directive, electrical and electronic equipment (EEE) is to be
collected separately and to be reused, recycled, or recovered at end of life. Users of EEE with the WEEE
marking per Annex IV of the WEEE Directive, as shown above, must not dispose of end of life EEE as
unsorted municipal waste, but use the collection framework available to customers for the return, recycling,
and recovery of WEEE. Customer participation is important to minimize any potential effects of EEE on the
environment and human health due to the potential presence of hazardous substances in EEE. For proper
collection and treatment, contact your local IBM representative.

ER COT-SREl BESLUs LYz —ZELTOAEAMEAET,

ZORMMITIE, EUER T LR T s 200098/ EC{WEEE) 0 F <A Bl EN T
WEY. DB, EUMECENTSENESRE0ERE Y #A re0fTFEELNTY
T, IoFALR, ERAREC RS-t ERREE T O EES RS I B E
Mo dhiclr oSBT VEY,

Remarque: Cette marque s'applique uniquement aux pays de 1'Union Européenne et a la Norvege.

L'etiquette du systeme respecte la Directive européenne 2002/96/EC en matiere de Déchets des Equipements
Electriques et Electroniques (DEEE), qui détermine les dispositions de retour et de recyclage applicables aux

systeémes utilisés a travers 1'Union européenne. Conformément a la directive, ladite étiquette précise que le
produit sur lequel elle est apposée ne doit pas étre jeté mais étre récupéré en fin de vie.

Battery return program

This product contains a lithium battery. The battery must be recycled or disposed of properly. Recycling
facilities may not be available in your area. For information on disposal of batteries outside the United
States, go to http://www.ibm.com/ibm/environment/products/ batteryrecycle.shtm or contact your local waste
disposal facility.

In the United States, IBM has established a return process for reuse, recycling, or proper disposal of used
IBM sealed lead acid, nickel cadmium, nickel metal hydride, and other battery packs from IBM equipment.
For information on proper disposal of these batteries, contact IBM at 1-800-426- 4333. Please have the IBM
part number listed on the battery available prior to your call.

For Taiwan:

&9

Please recycle batteries

BEAEE

For the European Union:

xii  Network IPS: Z—H%— - Ji{ R


http://www.ibm.com/ibm/environment/products/ batteryrecycle.shtm

Notice: This mark applies only to countries within the European Union (EU).

Batteries or packing for batteries are labeled in accordance with European Directive 2006/66/EC concerning
batteries and accumulators and waste batteries and accumulators. The Directive determines the framework for
the return and recycling of used batteries and accumulators as applicable throughout the European Union.
This label is applied to various batteries to indicate that the battery is not to be thrown away, but rather
reclaimed upon end of life per this Directive.

Les batteries ou emballages pour batteries sont étiquetés conformément aux directives européennes
2006/66/EC, norme relative aux batteries et accumulateurs en usage et aux batteries et accumulateurs usés.
Les directives déterminent la marche a suivre en vigueur dans I'Union Européenne pour le retour et le
recyclage des batteries et accumulateurs usés. Cette étiquette est appliquée sur diverses batteries pour indiquer
que la batterie ne doit pas étre mise au rebut mais plutot récupérée en fin de cycle de vie selon cette

norme.

AT U—=hHlEAe T U—Mos Ay r—0Zik, B MEICHTIBRARTAE
FiS 2006/66/EC DFALUMEShTLET. COESHE, Ay TU—ERERE. &4
UVEEAyTU—LFRR-ETILOTY, COESHE, ERFAAw T —-L8E
MOEEE S Y LORFEEHTVELOT, El BEIChH:->TEMZLEY.,
CHFALE, ERESCE o FCHERCE o TEES L E T ISEN BRI o
FHLHLHICBIO T U —|ZBeRTIVEYT,

In accordance with the European Directive 2006/66/EC, batteries and accumulators are labeled to indicate that
they are to be collected separately and recycled at end of life. The label on the battery may also include a
symbol for the metal concerned in the battery (Pb for lead, Hg for the mercury, and Cd for cadmium). Users
of batteries and accumulators must not dispose of batteries and accumulators as unsorted municipal waste, but
use the collection framework available to customers for the return, recycling, and treatment of batteries and
accumulators. Customer participation is important to minimize any potential effects of batteries and
accumulators on the environment and human health due to potential presence of hazardous substances. For
proper collection and treatment, contact your local IBM representative.

For California:
Perchlorate Material - special handling may apply. See http://www.dtsc.ca.gov/ hazardouswaste/perchlorate.

The foregoing notice is provided in accordance with California Code of Regulations Title 22, Division 4.5,
Chapter 33. Best Management Practices for Perchlorate Materials. This product, part, or both may include a
lithium manganese dioxide battery which contains a perchlorate substance.

Safety, environmental, and electronic emissions notices xiii
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Electronic emissions notices

The following statements apply to this IBM product. The statement for other IBM products intended for use
with this product will appear in their accompanying manuals.

Federal Communications Commission (FCC) Statement

{E: This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference when the equipment is operated in a commercial environment. this equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the instructions
contained in the installation manual, may cause harmful interference to radio communications. Operation of
this equipment in a residential area is likely to cause harmful interference, in which case the user will be
required to correct the interference at his own expense.

E: Properly shielded and grounded cables and connectors must be used in order to meet FCC emission
limits. IBM is not responsible for any radio or television interference caused by using other than
recommended cables and connectors, by installation or use of this equipment other than xvi IBM Internet
Security Systems as specified in the installation manual, or by any other unauthorized changes or
modifications to this equipment. Unauthorized changes or modifications could void the user's authority to
operate the equipment.

#¥: This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

Canadian Department of Communications Compliance Statement

This Class A digital apparatus complies with Canadian ICES-003.

Avis de conformité aux normes du ministere des Communications du Canada

Cet appareil numérique de las classe A est conform a la norme NMB-003 du Canada.
European Union (EU) Electromagnetic Compatibility Directive

This product is in conformity with the protection requirements of EU Council Directive 2004/108/ EEC on
the approximation of the laws of the Member States relating to electromagnetic compatibility. IBM ISS
cannot accept responsibility for any failure to satisfy the protection requirements resulting from a
non-recommended modification of the product, including the fitting of non-IBM ISS option cards.

This product has been tested and found to comply with the limits for Class A Information Technology
Equipment according to European Standard EN 55022. The limits for Class equipment were derived for
commercial and industrial environments to provide reasonable protection against interference with licensed
communication equipment.

Warning:

This is a Class A product. In a domestic environment, this product may cause radio interference in which
case the user may be required to take adequate measures.

European Community contact:
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IBM Technical Regulations

Pascalstr. 100, Stuttgart, Germany 70569
Telephone: 0049 (0) 711 785 1176
Fax: 0049 (0) 711 785 1283

e-mail: tjahn@de.ibm.com

EC Declaration of Conformity (In German)

Deutschsprachiger EU Hinweis: Hinweis fiir Gerdte der Klasse A EU-Richtlinie zur Elektromagnetischen
Vertriglichkeit

Dieses Produkt entspricht den Schutzanforderungen der EU-Richtlinie 89/336/EWG zur Angleichung der
Rechtsvorschriften iiber die elektromagnetische Vertrdglichkeit in den EUMitgliedsstaaten und hilt die
Grenzwerte der EN 55022 Klasse A ein.

Um dieses sicherzustellen, sind die Gerite wie in den Handbiichern beschrieben zu installieren und zu
betreiben. Des Weiteren diirfen auch nur von der IBM empfohlene Kabel angeschlossen werden. IBM
tibernimmt keine Verantwortung fiir die Einhaltung der Schutzanforderungen, wenn das Produkt ohne
Zustimmung der IBM verindert bzw. wenn Erweiterungskomponenten von Fremdherstellern ohne Empfehlung
der IBM gesteckt/eingebaut werden.

EN 55022 Klasse A Gerite miissen mit folgendem Warnhinweis versehen werden: "Warnung: Dieses ist eine
Einrichtung der Klasse A. Diese Einrichtung kann im Wohnbereich Funk-Stérungen verursachen; in diesem
Fall kann vom Betreiber verlangt werden, angemessene MaBnahmen zu ergreifen und dafiir aufzukommen."

Deutschland: Einhaltung des Gesetzes iiber die elektromagnetische Vertriglichkeit von Geriten

Dieses Produkt entspricht dem “Gesetz iiber die elektromagnetische Vertrdglichkeit von Gerdten (EMVG)“.
Dies ist die Umsetzung der EU-Richtlinie 89/336/EWG in der Bundesrepublik Deutschland.

Zulassungsbescheinigung laut dem Deutschen Gesetz iiber die elektromagnetische Vertriglichkeit von
Geriten (EMVG) vom 18. September 1998 (bzw. der EMC EG Richtlinie 89/336) fiir Geriite der Klasse
A.

Dieses Gerit ist berechtigt, in Ubereinstimmung mit dem Deutschen EMVG das EGKonformititszeichen - CE
- zu fiihren.

Verantwortlich fiir die Konformititserklirung nach Paragraf 5 des EMVG ist die IBM Deutschland GmbH,
70548 Stuttgart.

Informationen in Hinsicht EMVG Paragraf 4 Abs. (1) 4:

Das Gerit erfiillt die Schutzanforderungen nach EN 55024 und EN 55022 Klasse A
update: 2004/12/07

People's Republic of China Class A Compliance Statement:

This is a Class A product. In a domestic environment, this product may cause radio interference in which
case the user may need to perform practical actions.

Safety, environmental, and electronic emissions notices XV
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Japan Class A Compliance Statement:

This product is a Class A Information Technology Equipment and conforms to the standards set by the
Voluntary Control Council for Interference by Information Technology Equipment (VCCI). In a xviii IBM
Internet Security Systems domestic environment, this product may cause radio interference in which case the
user may be required to take adequate measures.

e

T.-mhﬁL

iﬂ;rr”

VoG
G
This product may not be certified in your country for connection by any means whatever to interfaces of
public telecommunications networks. Further certification may be required by law prior to making any such
connection. Contact an IBM representative or reseller for any questions.

AR, BRIBEHEEEOERERRRE OBEMED D, EEAN R 2 80E U RERGEXZT> T
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Korean Class A Compliance Statement:
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NoT4wrETOy 7 LET, £z, Block VAR ZAZEFHL T, AR IDFEELEREE 7Oy
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TWBHRENHD ET,

Jasr v

TTIAT A A —Tx—A - T—REAIF4 > Ial—ame1>I31> -
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353_0
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Ty—LUTT7HEHFOF T O—REA AR EHHFNICFEITTAELO AT a—IIVT5Z a2t
TL/Zan,

H: 779147 2 AN SiteProtector IZEFERINTNDHELATSH, IPS O—NWIIVEHEA > Y —TJx—ATT 7
— AU T HEHEY T O—RLTA A= THIENTEET,
Update Settings (EHTEEE)] X—2Z2fHL T, LFOHBEHA 7> a > 2 A5 a—ILLET,
c Ty —LUTEHOST > O—RBXOA A =)L
s tFaVUTF4— AT OVEHFOI T > O—RBXUA A =)
© TINR—ADEH

SiteProtector TOT7 FSA T VR - 41X OB %

77— M &AL T SiteProtector ICIEETHA RN MERETEET., AR MREERIC, 779107 >
AN SiteProtector 127 7 — hE2HEEFELET, 7 I—FNOAXRY MEREMHTLZET, BHBLE—
NEERRTEE T, 77— MNOF O THITHER SN TWSEE, SiteProtector IZHEE S NZY 77— M.
IPS O—HIVEHA > —T 2 —AD [lAlerts (77— 1) XR=DIZHFERINET,

EEE7S5—bet2Y—-75—F

MAlerts (¥ 77— M) & az@HLT, ZHEHD Network IPS 7 79147 > A LDt H— 75
—FrBEIREEET - 2R LET, Lo — - 77— FBIXOE#HMETY 77— b % SiteProtector 125
RIDEDITHERTEET,

oY —-75—F

TITIAT AEEBEOANRY FEBEATETI—F « Avt—U2ERTEET, IXMZXDTYI—F
MREELZEZCT T IAT DAMNETTET 73> AXRMIRELT SNMP b Ty T2%ETS
&) BRELTIEI N,

1 B H— - FTI—h

75—k 3]

Sensor Error (tz 24 oY= VAT IT-PNHEAELZEZIIT I NEHLET,
— L)

Sensor Warning (B> | S AT L OREDREEMENH 2 HEICT I— a2 L £,

— 5
Sensor Informative (2 |Z1—H— 773> UNAT—ROAEFE, O/7OFT>0—R, /)NT A= —DRER
Y —1EH) E)Y BT E7I—hEHLET,
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ERE7>—F

TTIAT ADEEFEEZBAITET I—b « Awvt—T2ERTELTT, IR MMIEDTY T— M0N%AE
LIEZRLT T IAT ANETTETY 7 ay AR NIRELTTY 947 D AEHEZEIZ E A—)
FIRETBRE) ZRELTLEZI N,

2. IEWMETZ—F

7I—b B
Health Error (E¥ML |7 75472 G ATAL, EFaUT 14—, v hT—27, BXUW SiteProtector) D IE%
F-) PICEENFEELZEZICTY - 2R L ET, fl2E N7 O 20kl L =551,

EHELI—D7 I7— R ET,

Health Warning (IE#TE| 7 75947 > A (AT AL, BFaUFT 10— *v FT—27. BXW SiteProtector) DIEH
=) PEICEENEETDHRREEN D D E XY I —FEHLET, HlzIE. 7122 AR Y)
MBS ST, EREESE07I— MR HET,

Health Informative (IE |7 7547 > A (AT L, EFaUT 10—, Fv hT—2, BXUY SiteProtector) DIEH:
W PERS ) WNEFERGEICTY I— e L ET, Hl2E. HIRUNO T A 22 ARTEHF I NzzDIT
TTIAT CAMIEFICIE- 2 E2RT . EEEEROY 79— M0 ET,

AU S —TOFIR

IPS O—AIVEHA 25 —T7 2 —ADHA:

« [Manage System Settings (3 AT LREDEH)] > [7TIA4T7 2 A) > T[Alerts Settings (77—
R EE)

SiteProtector D5

e TAlerts (79—hF) "YU —

FeNITA—TS=00
ZN—Tw k757, RIAN—#E BEIX SNMP GET Z:RZHHL T, Fv /NN T4 —+TF7>
ST DIEHRENEL £,

ANV—=TFyb-552

ZN—=Ty kT T7TIE. Fy  NT—=UTHADTENT T4 v DOEE (AHEY NEAL) NEIRE
NE9d, A=y k- TI7712F. Xy NIV NEBHFTLIRMNMONT 74 v 7 BXOEFaT - b
TIA4 VI DERBFERINET. KOO T T4 w2, 70NV EDY 2—)V (PAM) Tl3f#E
INTVWERA, EFa7 - T 710713 PAM THREINTWET, 2L, 23w ITLH T 7
4 ITMEDODLNVWHD TH oI EEBERTHIDITTIEDDERAL. ZNEOTT7IE, 1 K, 1 H, 1
R, £7213 1 THOREHZRZRTDEIDICHAIRAATEET, T T4 I7DFv N T4—&T
FRHOT 7747 > ADNHOFERITERHEE DKL WK IR ZRIRL T 7230,

2N —"Tw b« 75 T7%FRT5IZIE. [Monitor Health and Statistics (IEHTHEB X OHETOE=ZY —))
> Ry bU—r ] ZFERLET,

WoE 7T 7 A0ER 13



K54 N—#est

RIAN—REHNIF Y ST — - TILZ 2T BEET, RIAN—HETIE. FIAN—DtF

a7 "I T 4T RO T T4 v T, ZEINNNT Y ML BERUOREINENT v M OGR!

MMEINDZNETT, FY /N T — TIT2Z2TITELD 4 DO R T N—HHEHE. BARMIZITE

TOEBOTT,

* adapter.bytes.secured: fR¥#& I N/=/NA MROGEFNU XA FEINET,

 adapter.bytes.unanalyzed: £ HrDO/NA NOAEFTNY A I NET,

+ adapter.0.packets.received: V¥ 75— 0 (7 ¥ TH— A) TEZEINLNNTy MEND A I E
ER

+ adapter.0.packets.transmitted: 75 75— 0 (Y¥ 75— A) T EEFINE A2TF71>2 - )N—FF
—MOEE I Nz, ERIFFEASTING) N7y MENU A REINET,

RIAN—#etZEER~T 2I121E. Monitor Health and Statistics (EFEB X OHADE=F—)] >
Xy hO—2 ] Z@IRL £,

SNMP GET &3k & MIB 7741 )b

SNMP GET ERIE, F¥ /N T4 — - TIT 202 TIRILBET, ZOEREERL T, EFHER—Z
MIB) 7 7 AL S#EHZ2ERETESNSTT ., MIB 7 7 1)L, AFOEEICET 2 HEHRNEENT
WET,

* network.driver.stats: [Monitor Health and Statistics (EWEB I THETODE=ZY—)] > Rv D
—7%71 > [Network Driver Statistics (+v F U —2% « RS N—#iah)) TERINDHEANTXRTE
FNTNET,

+ protection.analysis.stats: [Monitor Health and Statistics (IE#TEB X OHEIOE=F—) > Tt
Fa2Y5+—] > [Protection Analysis Statistics (O T2 a v Hifiih] TERINDHENTR
TEENTVET,

+ network.protection.stats: [Monitor Health and Statistics (IE¥EB XD E=FY—) > TtF
2Y5«¢—] > [Network Protection Statistics (% F7—7% - 057 a Uil TERINDHK
AT RTEHEENTNET,

+ ipmi.chassis.status (GX7000 > —ZXD7 7 I7A4 T > ADFEDH): v — T DIRMICEET BERD
KOEFEEEE R IAN—EFEICETHERNTENTNE T, ZORWIE, Intelligent Platform
Management Interface (IPMI) TZ/RTEET,

SNMP GET ER#ZHEKT 51213, Manage System Settings (3 AT LAREDEH), > 7547V
A1 > TSNMP] ZERL XTI, TDE, SNMP V—I)LZ{HL T, MIB: NET-SNMP-EXTEND-
MIB:nsExtendOutputlTable /05 MIB 7 v 1 VAR EESEL £7,

H: Ty NN T 00— T THREDNEINZ 725 DIE. SNMP GET ZRDRERFE A THINIZ/2> TWw
LPEDHTT,

NTP H#—/\—

Network Time Protocol (NTP) H—/N—7% Tl D Network IPS 7 7T 7 > AIBIMTE X, NTP H
==&, FREDY — AN S EMERRLZESE L. *y NT—27 LIZHHERDO T 2 R—3 >~ OKX % [H
LU £7,

NTP H—N—id, BRDY AL =2 BLOERDKEICEZND 3y NT—7 E TR ZEHT 51
BTN B ET, SiteProtector 205 NTP RU T — 2R L TEHL, ZOR) > —2 THHDOTRTOD
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Network IPS 7 794 7 > AWM T DI EMNTEE T, NTP RN > —I3, RBEFICHHER LI OHEF—
REEHALET,

xR

P—N—BXOV T4 7 > M3, B ERZRIEICHEHLET., IHELHEORSRELTIE, a2 Ea—
& —DEBNEHENR/NETHD., WHERFRID L) E Y, BEER & ZEM O F IR Sk £ 72 3R 5L fE
PREFTOMREN D 2 EDENFITENET, MR ZEZRKRT 5121, NTP U —/N—TH#HT &
ID). DY A 7. BEXOEDOENNHIETT, DL T ald,. NTP N—2 3> 3 & 4 TOAEHTHE
T,

HE+—

H—N—ET7 4T > OGN T 74 7 I+ —I)VONEBICHZBE1T. BEIF—RiEE2HEHTHZENT
XY, HEF R TIE FEAZIR AR ( [Fv L 2 PNnE] ZREDBIFEEINS) 2FHL £

T, TORIAHRT. 75472 FCHLTH—N—2ZAT2HEEIMHEHTH2ERETT, ZOHRIT

BIZIE, 774 T T+ —=)IVOIMINZH B HRYG—/)N—=2, RIE0 T 71T I+ —I)LOIMINZHDERDTE
= N—ICHCRIAETHELEEICTICHERELET., ZNsO FEY—/NN—1d. WE/N— R = 7% (NIC)
EEHALT, 77474 —I)VORNEIDOY T4 7 > NI NTP 77t A% LET, 2047 a i,
NTP N—>3 > 4 TOAFEHITRETT,

HEjF—2HTld ID AF— A%@ﬁbf JE—bF+2ATLD ID ZieEL £, ID AF—LZMHH
o5&, PEBBREOBGIEICENLBET, ZO7Y 7F14 7 > A&, Schnorr (IFF). Guillou-Quisquater
(GQ). Mu-Varadharajan (MV) @ 3 DD ID AF—LZHHR—KFLTNET,

FIPS LU NTP RY > —

NTP AU > —id, EFPIERUEEFEAE (FIPS) 140-2 IS T DX IITERINTWET, FIPS 723 >
%ﬁﬁ?éio NTP "YU > —ZkT 2R, 77y —LT T DN—2a>EN—RT77M FIPS T
WAEEADHDTH D EEHERL TLEI W, THEHDOXRY 8T —273 FIPS 140-2 (ZHEHLT 200378
WEEIE, FIPS 72 a > Z2EELT NTP R 2 —Z2HR L THFSIEH D F8 A,

SEFREE: FIPS YEHLIC T 27201213, MMBEORNRICEEF/\y 2 2 B85 SHA-1 DA EFHL T ZE 0,
N@SﬁFWS@%Tm%DiﬁAO

HB)F—: FIPS #EMICTB7201213. UTFOA T a 2R LTZE N,

R FIPS AT a v
Message Digest Algorithm (Avt&— « ¥4z A+ |SHA-I

FINTY X L)

Encryption Scheme (IF55{LAF—L1) DSA-SHA-1

FIPS RERES 117z IBM TF 2 U 7 ¢ =850 BRI HERICOW T, IBM £F2Y 5 1 —D FIPS140
tFaUT 40— R —DERZEFARTLLZI N, INS5OERNT. KEEFHIEHR - HiliF NIST) ©
Web B4 FIZdH % Module Validation Lists] 727 2 a3 > (http://csrc.nist.gov/groups/STM/cmvp/index.html)iZ
HDET,

RY S —TOFIE

IPS O—HIIVEHEA > —T7 2 —ADEE:

Wo2E 7T 7 A0ER 15


http://csrc.nist.gov/groups/STM/cmvp/index.html

« [Manage System Settings (¥ AT LREDEM)] > [7FF5A4F7 A1 > [NTP Configuration
(NTP &%)

SiteProtector DG E:

« [NTP Configuration (NTP #§i%)] RV —
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FI3E I77A4T7I9F—IVEREDIERK

W=+ AT — A REMHLT, N7y FNOEREDY —ABIVFEBERICE DNV THEREEZTOY Y
T2 DDT 7 AT I+ =) =V THIENTEXT., S5, ERHAREL TORELNRNG
Bl MEREDON I T4 w2 TAINI ) T LTHRETSHIEDHTEET,

2747 9x=)b - IL—ILDIERK

T7AT7Tx—=) - I)b—=IUE, N7y FRORFEDY —ABLNY —47y MERICHEDOW T ERZ T Oy >
LET, 7714795V - V=V ZFEHTEMTLHIED, BETHHEZERALTT TS5147 > AN —
WEERTESLDICTRHIEDTEET., ZOHWAEIL. 771 77— )ViRE ORI & WL ik 2 42
LU E9,

T7AT IV I—IVOEER, E—RITEITRBRVET, UFORT, 7T IAT7 2 ANEZSY — -
E—RIXWH->TTI 7 A7 T4 - = ZEDOXDITHEAT 5N EHHAL £,

&3 T4 70— I—IIEEZY— - E—FK

£—F T4 T4 —=) - =)V DEE

1>I14>-E—FK A4 - B=—ROT7 T4 7 AT, fRESIN-HERK
> T, BT 2DET T4 w7747 I+—)b - )b
— IV EHEALET,

N7« E—R N T~ ®B=ROT7TIA47 AR, kot Hv—&

FIERICHEREL . N7y FOBEBENNANITIIADERA. L
WU, Xw T« EB=ROT7TIATVATIE, 7774
T OATRETDAINEDIZNWN T T 4w 72T 4IVFY
JUTHRETHIENTEET, 7747 U4 b—
WENY T« B=ROT 4N —ELTHEHATSHITIE
T7AT7 T4 —) b= T Ignore L AR A%RERNL
F75,

A2>I94 > Ialb—ar 1429142 al—3a3ar - EF—RDO7TI5147 A
. N7y REELETN, 77 arz2ETLERA,
Rboizc, 7794703 41 >I14 > - B—RiZhk-o
TWEEAICEIT LR T Y 73 v 2RELET,

2747 94—)b - Ib—IVDEHE

T7A7 4=V b=V, LFOREZFHHIHASDODE TERTEET,
e (A —Tx—A

* VLAN #ipf

« 7O bka)b (TCP. UDP. F/zi3 ICMP)

o V—AFREBY—T Yy D IP 7 RLAEAR— M
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2747 94—)b - W—IVDIEFR

TTIA4T A UARINTWBEFITK ST (EMNSFIZ) 7714704 —)b - JL—)L 2L F
T, IELWIEFRMITNHETT, 8N 77147 75— - —ILIC—T D L. ZOERITHT DLUED
MHEIEIELET, RESNZBIMO T 7 AT T4 =) - V=IDRH>TH, 777147 > AL TNTEHE
LET,

il

UFDODAT—FAY FEfHTEE, HEDKRANOREDR—FHTOHOLS, Fy FT—2 - T A
PRI A INTOHERE T Oy 7V TEXET,

adapter any ip src addr any dst addr 1.2.3.4 tcp dst port 80

(Action = "ignore")

adapter any ip src addr any dst addr 1.2.3.1-1.2.3.255

(Action = "drop")

i

BHOIL—IL T, AR 1234 OR—F 80 "DIXRTOKRT T4 v 7id, EYSE T T7 0w 7ELT
HiEL T Web = N—ICEETZELHICLET, TOXRY NT—T - BT A FODZFOMORT T 4w
ZITRTROy 7anxd,

I—IVDIEFZHEICTDE, BETAL IANDTXRTORT T 4w (1234 ED Web —/N—~D KT
T4 v ETH) RoyFanxd,

2747 9F—J)b - V—IVDIEFDZEE

TIATIF = V= VOIEFEEET2IE. T EAZzd ¥ FATAI22EHLTL—IL %
BEILET,
2747 9x=)b-Ib—=IELXURT7o 3>

Ty7AT7T5—=IVTlE, =V (DEODXTFT—FA> M LTy NI 7 AT I —IVINED K
T AEMELR LN DNDOELDZ T 7 alE2YR—hLTWET, LFORIZ, IN6OT7 73>
EERLET,

V=) i

Ignore (Permit) —FNTy hOBEBEFRIL. DNy MIRLTIZZ
NULEOT7 723 D FERRB VAR ANETINAZNED
WCLET, yya it Tl LokEiZFETIN
FH A,

Protect ZDI—=IVIZ—8T %/ M PAM TUBEEINE
9., =By MME, BF 27, Block L AR A,
Quarantine L AR A7 E (=72l INHIBRESNE R
Ay DEF VAR ATUEINS XDICLET,

Monitor IP RTARMYARELTHRELET, AT — AN
—E3 % /8 RS Quarantine L AR > AB XN Block
VAR ZAENANATEDXDICLET, £EZL. £0D
DT RTOL AR ANy MCEAINET,
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=y

e

Drop (Deny)

T ST 7 AT I3 —)VEBEBTDEXIT, Ny b
ZROvT7ULET, ZOT77A7T4—IVIA1>T1 27
DT, TOT72ai&oTNTry WY =7y b«
AT AZEGETZONP I NET., #Rtd. £2<0%E
FEEERIT L, &ENIZIEBY T LT MDD ET,

Roy 7BE0Utw b

Koy 7 77 a ERBKICHERELETR, V—2 -
AT LT TCP Uty hEEEFELET. #id. (B

Uty hENE7EDIC) Ray T - 77 a OBs

DHESHETLET,

E: TCP Ao TRTHOTa AN TIE, ZOA T3

Ry T -7 a s EERRICHEEEL £ 9.

RY S —TOFIE

IPS O—HIIVEBEA > —T7 2 —ADEE:

+ [Secure Protection Settings (EF a7 - 70577 a V%E)l > [Firewall (7717 U4—))] >

[Firewall Rules (7 71774 —)b - Jb—)b)]

SiteProtector D5
« [Firewall (77474 —))] HU—

2747 9x=)b - V=V 558

T7A 7 T4 =) Ib=IUE, =V WEHIND T T4 v I EERTIERDODAT—M A2 (F721Z
i) THRINET, FETI 7147 74— - L=V ZERTZ2EEIL. ZOME Y 7RIS Z M

LT,
727479 #—)VEN

T7AT T =) =IUE, FNT Y FORKEOREIC BT HEICF = —Z 2 VSN EEOEITTH
RENET. Hild, 7O - AF v INOREDEZERZL T, 4 O, FAELKITHATER
To RN V=V OEEED T, TIIZT7 RLA, A—b, KLEBENTA =5 —Z2HHETE LT,

RO T7 7475 —IVEiZEHTE XTI,
« YHT L —fi

AMS P ETDODTYTH— b (A2 =TJx—2] EBWVWWET) 2IFELET, 207
H—-ty hEFHALT, W—NVEREDTY Y TH IR LET, 7¥ 7Y —Hid. L—IV2EA S
NB/BEDT Y T —%RLET, YHR—FEINBT7F 75—, any BEL A 5 P ETOLF
TY, 7Y Ty —HizERE LRI, TON—IETXRTOT Y TY—D)N 7y MZ—F L7,

adapter (adapter-id)
adapter A

adapter any

adapter A,C

adapter A-C

£ —F %y b
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802.1 7L —AIl—&THxy hU—r - JObha)l - ¥4 7 F2I13AE LAN (VLAN) ID ZiEE L £
9, A —H %y MiZEHHL T, 802.1g VLAN NI 74w &2 T4I)IIU T LD, BEY A TDA
—HYXxy b ORIV EHFAELIZEGLZDTLHZENTEET, YOI - A4 TDU X M
http://www.iana.org/assignments/ethernet-numbers (2 0 £9, 1 —Hxwv kb - 7O~ D)VEEKIL. 10 i,
8 H. 16 i, EWBHIAKRELTHETEET. HEYI TOI—Y*v b bIFT74vr&ETOYIL
PILT 2 TREAOFRSORDDICHAZIREEL 7. BAICL> TE BIALTEEOR— b
(Bl Z1E IPX & PPPoE) #70w 7 LT,

ether proto (protocol-id)

ether proto {arp|aarp|atalk|ipx|mpls|netbui|pppoe|rarp|sna|xns}

ether vid (vlan-number)
ether vid (vlan-number) proto (protocol-id)

ether proto !arp

ether vid 1 proto 0x0800

ether vid 2 proto 0x86dd

ether vid 3-999 proto 0x0800,0x86dd

o IPv4 T—H% 275 L

IPvd 7 RLAE, BT AR—K - LX)V DT 4 IVFY 2« 7 4—)V R (TCP/UDP Y — A £ 713565
AR—hF. ICMP # 1 7F7/-13a— R, 23 ED0 IP YO M)V &EEkE) Z2iFELEd., IP 7—4
TINENE P T T T ANICEELTWS 7O ha)bE, AF— M A2 MN—ET 37D
I san T o s a)VEROFREEHBIL £9,. BfEILX. ICMP. TCP. LY UDP O&K5
HOARTHR— R INTHWETN, FED IP 7O NICHEDVWT T4 NI —2FETEET. IP T
— YT LHEERELRVWE, AT—FANITRTO IP 7=V FL - 7O0RINVIT—HLET,

DIFITRd 1 FEHE 2 BEOAT—FAZKMEI, P Y RLARIT—HTS IP Ny ML %

. 3 HFEHDOAT =AM IP Y FLAKIC—&TS 1P N7y MMZ—HLXT. 4 HFHOAT—
FAZRE, 7OV - AL TIC—FT2 P X7y ML ET, 5§ HEHOAT—F A NI 1
FHE 2 BHHOAT—FAZFOMAEDOETT 6 HFHOAT—HF A NE 1 #FH. 2 FH., &K
O 4 FHOAT—HMAZ FOMAEDETT,

ip src addr <IPv4-addr>

ip dst addr <IPv4-addr>

ip addr <IPv4-addr>

ip proto <protocol-type>

ip src addr <IPv4-addr> dst addr <IPv4-addr>
ip src addr <IPv4-addr> dst addr <IPv4-addr> proto <protocol-type>

DO WN =
« e e e e e

Bl

ip addr 192.168.10.1/24
ip addr 192.168.10.0-192.168.10.255

o IPV6 T—X 275 L

Imﬁ? 57T LEiZ, IPv6 T—F T I ANTICEEL TWS 7O )&, AT — A2 MIR—3T
B3 I s any o b 2)VEA OLEEHBIL £9, BEZ. ICMPv6. TCP. B XL
ULDP®%*#®&@ﬁT FENTWETN, FED IPve 70O FVITHEDNWT T 4 IILY —ZRE
TEET, IPV6 T—Y T T LHZRELRVWE, AT—MA2MNITXRTO IPv6 T—F T T4 70
RV L ET, IFITRT 1 HHE 2 HEHOAT—HF AN, IPve 7 RV ARKIC—ET 35V
—ABXOIEED IPve N7y haT0Ov 7 LET, 3 BEHOAT— KA M, IPv6 7 RLARKIZ—
ﬁ?év—XEiU%%lm6N&vb%fuyﬁbiﬁo4%9@1%—%%>bm\fmb:»-&

S8 D IPv6 STy hETOy 7 LET, 5 BHOAF— AL ML, 1 HHE 2 HHOAT
~bx/b®ﬁa HDETT 6 BHOAT—MAC NI 1 FH, 2 HH., BLU 4 HEHOAT—h
A2 NOHABEDETT,
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http://www.iana.org/assignments/ethernet-numbers

ipv6 src addr <ipv6-addr>

ipvée dst addr <ipv6-addr>

ipv6 addr <ipv6-adr>

ipv6 proto <protocol-type>

ipvé src addr <ipv6-addr> dst addr <ipv6-addr>

ipv6 src addr <ipv6-addr> dst addr <ipv6-addr> proto <protocol-type>

il

ipv6 addr FF01:0:0:0:0:0:0:101
ipv6 addr 12AB:0:0:CD30::/60
ipv6 addr FFOl::101-FF01:0:0:0:0:0:0:200

727479 x—)b&ME
TCP BXU UDP 4fF

TCP BLW UDP r— F&EFIL 10 ., 8 #., F/713 16 BEXEFLTHETETEET, RN— MEOHIFIL 0
5 65535 T,

tcp src port <TCP-UDP-port>
tcp dst port <TCP-UDP-port>
tcp dst port <TCP-UDP-port> src port <TCP-UDP-port>
udp src port <TCP-UDP-port>
udp dst port <TCP-UDP-port>
udp dst port <TCP-UDP-port> src port <TCP-UDP-port>

ICMPv4 41

ICMP 13 10 . 8 i, E/2iF 16 ERLETHETEE T, 1 7BLXYI— ROFXREFIZ
http://www.iana.org/assignments/icmpparameters IZ/RS 3L TWE T,
icmp type (protocol-type)

icmp code (message-code)
icmp type (protocol-type) code (message-code)

ICMPv6 51k

ICMPv6 i3 10 . 8 . X723 16 EXLTHETE XTI, ¥1 7BLPI—-FOAREST
http://www.iana.org/assignments/icmpparameters (Z R 31 TCWE T,
icmpv6 type <protocol-type>

icmpv6 code <message-code>
icmpv6 type <protocol-type> code <message-code>

£

KXTiF, Fio7ora)l - =P —N—HTI2HEOH DAY Y —EOY A NEILBRL T, TNTNOHI
MEHENRRERNE/R>T, 7Oha) - A5 v 7 OREDRBIZ L E£T, BXBIOMMEDZT AN HH

W3, B E o THIEL £97. KT, Bl IR YDOMEDOU X b, FREFHBEEY hOWTNNTT
HZEMNTEET, BE. RIT7H¥ T4 —FF. IPvd 7 RL A, IPv6 7 RL A, TCP BXW UDP DR

—h&B. ICMP ODAvt—2 - ¥4 TEa—R, BXOYIP 7—¥ 7T L - JORANEEERET D
DDFETT

(value)
(value), (value)
(value)-(value)

BEEERE () TR EA L, NoT £ EMEEnE . NOT Rid. HBELZEUNADTRTOMIC—HL x
T, T BDMENE-=<72Wn NOT XOFEIE. T —NEmaInEd,
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http://www.iana.org/assignments/icmpparameters
http://www.iana.org/assignments/icmpparameters

IPv4 7 R L AR DHI

<n> 1E. 0 M5 255 L TOHBED 16 R EAIT 10 BETT, TXRTO 16 #EEITIEZ, ox EWH 7L
T4 w7 AR TWITFIUER D 5 A,

H—7RL X

n.n.n.n

7RLVA - UX b

n.n.n.n, n.n.n.n

CIDR 7#—~Xv hEFHTHIRHET RL A (v FYAVMEIL 1 15 32 £ TOHPFEANICRITIIEZRD
FHA)

n.n.n.n/<netmask>

7 RL AEHH (RPDMERREZEDEL D /NS WEE)

n.n.n.n - n.n.n.n

IPv6e 7 FL XX DHI

<n> DI 16 EHT (0 75 F) TRINIZRDEEA. IPv6 7 RLARD 4 fioEoo 7 )L—713,
H—otollhensh, KA INKT.

B—YRL2A

nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn

7 RLVAUX b

nnnn:nnnninnnninnnninnNninnnNninnnNninnNnn, nnnn:nnnn:nnnninnnninnnninnnninnnn:nnnn

CIDR 7#—<v bEEHATHREY RLA (Fv FYAZMEIL 1 15 128 FTOHEFAMNIT/RITIUIRD
EEwn)

nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn/<pref1x>

7 RL AHiFH (R OMENREDMEEL D /NS WA

nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:innnn - nnnn:nnnn:nnnn:nnnn:nnnnznnnn:nnnn:nnnn

TCP/UDP R—F. ZAMIJV ID. FEIIBES

EDEHICUANTZMED. 74 —)V RICHRERHHENICZTIUIRD T A, 25 TRWESIE, /=5
—METEi S LRI,

OXFFFF

65535

0, 1, 2

0-2

!'3 - 65535

TEHBI7AT A=)V - Ib—ILDFI

UFDAT—RAY NI, BB I 7AT7T4—)b - b—ILOHITYT, 70DV EFEELBVWES. L—
JNETRTD (any) 7O NIV EFERL £,

e adapter A ip src addr <ip_address>

e adapter A ip src addr <ip_address> dst addr any tcp src port 20 dst port 80
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adapter any ip src addr any dst addr <ip_address>

adapter any ip src addr any dst addr any icmp type 8

tep

adapter B icmp

udp

adapter A ipv6 src addr <ipv6_addr>

adapter A ipv6 src addr <ipv6_addr> dst addr any tcp src port 20 dst port 80
adapter any ipv6 src addr any dst addr <ipv6_addr>

adapter any ipv6 src addr any dst addr any icmpvé type 128
ipv6b tcp

adapter B icmpv6
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FA4E EFaVUTa— - ARV PDEEF

ZOETIH, EFaUT 44—  AXREBIOVARCA - T4 NI —DORGEZHAL LT, N5
WRRZMEAL T, *y b= TRETZEF 2T — - AR BIDWT, 7T 34T ZANIRET 2
THEBIOWMET B HiEZ2HIETEET,

BFaVTa— A2 DER

tFaUT 40— AR R=DITE, HBY A1 THBIOEEINTEEIT RS RN MY A RSN
TWET, BFaUT 40— AR FE, HECZDOMORDO LW VT4 ET 4 —ZRTIENTELN
REFFOXY NI =0 « NI T4 9T T, F NT—=0 « 8I T4 INT T4 7 «FaU54—-
AU —HNOWNWTIUNDA R M= TBE, EFaUTo— AR EIDEHFHINET, xv hT—>
OREHEIZEDODETEF 2T 4 — - R —HNOAIXR N ERETEET,

BHOEFIVT 14— - ARV DRE

LLROHET, BROEF 2T 40— AR FZERNTEXT,
© Cul F—ZMLTHEBEANRNMZERTLHILEZRLTNS, BN FEERT D,

 Shift F—ZML TANY MEHZRERT 2 EZ2RLTNS, HENOERM ERBRDA N2 b Z2ERT
60

e RELZSEHBIR, BREAOM RS MIRTTEESNET,
EEOXRTR

BIREAAXR NNORBHEEZFFOHEH ORI, HSRO=ZAFOTY A INEREINET, 2071
DHBHTA4—)VROEEEETDHE, BRFEAOTRTDOA R NT, lENHFRBFEICEESIN, 740—)b
ROBEIZE RSN TN EFTW=AFEOT7 1 INHAFET,

FZIE, 7Ov 7 T550ELTIY—27LTWEN 2 DOARIRHDHELET, FAHADIR KT
Block VAR ZAZENCTEHELET, MEFATXRID [TOv 7| OBEICEW=AEOTY A 2N
FRINFET, B 1 DOAXRMIHLTH Block VAR AZFNNTTSHE, MHFDA XX KNTT
Oy ZWAENTRD, BW=AFBMEAE T,

RY & —TOFIE

IPS O—HIIVEHA 25 —T7 2 —ADHA:
+ [Secure Protection Settings (EF 27 - 70577 a Vi%&E)] > [Advanced IPS (55 IPS)) >
FaUFs— A N2

SiteProtector DHH

« EFaUF— - ARV
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EFaVT1— - AR MEROKRTR

[tFaUT 64— AR R=IITF, WBY A TEEEITKS T, HHICESAEF 2T 40—« AN
CENUZARINTVET, AIRXKNDODERRHEENAIRAATEHE, BERERBENTNLT /D E
ER

74N —BLUERRRICONT
TFaUT 4= AR b TN —TE EREBEER LTI AR FORRKEHIRLET,

IEMEH (regex EHWND) IF, FHEDNY — KT EHT7F AN EMRTHLEGICHHATE 255 &
XDOEAETT,

ROEANZL XNV TIE, LFOES BTN RAH—RBREOY A TR R— SN TWET,

L ES Uy—

x TRTOAN |

http.* Thttp) THESTRTDOA X2 b
http lhttp] THDBTRTOA X |
http.* lhttp) ZZFETRTDA X2k

EREHRIE. T2F2U74— AR UZMNOTXRTOIZERZL ET, FHAE hipr 2L
G, TOMBRTIE. htp 7O RIINFNT—KTEHITXRTOA R ME, http THEDTRTDOA X
rANRENET,

EFaVT4— - ARV PDRRETIV-TE

tFa)Ta— AR FOBRE I —TLETIRNT, U071 207 ) w7 L TLEIWN,
D772 alici&oT, BRELBTIN—TTBHNERETDH2DDT 4 > RUNRERINET,

EFaVUTas— - MRV FDORTR

(T4 V5 —] HEEZFEHTSZET. BBELOHZ2EF 2T 4 —  AXRVNIELEEHTDHRIENT
=2F9, T4V —] Fzv7 - R AZT7)Y I LT, T4 —IZHHTHERERZANLE
‘3_0
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% 5 B TOMDARIERABEE DB

ZDETIE, I—F—EFRAN> b, ki1 N> . OpenSignature 1 X2 ~2E, ZDOMDARIER AR,

REEHRBLONERT L HEICOVTHIALET, BENRORNERADERLIL 77947 2 ADYT
O—/)N)) « Fa—Z227 - NTA=F—DOERRFIE BED X-Force 7Oy F 2T DEZY —HEIZDN

THBHL £9,

REBRHBFERADER

[Quarantine Rules (BE)L—)l)) X—2I21d, BMHINEZBAFEAXR BADL AR A &L THIIAE
B S NI — IV INFER I N E T, Quarantine L AR ANE N> TWBEE, IL—)Lickd, 7o
VIMBONTy FEZDONTy NET Oy 7T ARMMEESNE T, ZHUTKD T —LADIENBIES
N NI R7FERII MO DARBITERELZS AT LANDT VAN ESEINET, MEOBREIL—IL %
FHTEMBLVHIBRTEE T, 2720, BEFEON—INERETLZEITEEE A

PONOVyY - TAvRYT

[Security Alerts Logs (ZF 2T 44— 7 I7—h-00)] X=In5, AX2h&271) w27 LT [Block
Intruder (RAZEDTUOw Z)] ZENTETET, ZUTKD, AR THRESNEZEETIP TRLAD
JU—)U TQuarantine Rules (M) —)L)| R—=JIZBMENET, 7774147 > A V=L THERESN
2T, 2O IP Y RLVATOR I 74 w7 &3 RTTOv I LET, 27Uy s - TayF >
THRETBINS NBEIN—IVE, BEHT20ENRL B 5 IBRL TS ZE W, HIBRLAaNS 255,
W—IVOHIRNEIN=EZIZ, 7T I 7 > ANEBICEDI—IVEHIFRL £7,

RYS—TOFIF
IPS O—HIIVEBEA 25 —T7 2 —ADEE:

 [Secure Protection Settings (¥ =27 « 7057 a V&) > [Response Tuning (VAR A « F
a—=7%)] > T[Quarantine Rules (%)l —)l)]

WH: WA FERAORRELITHIRE, 1S O—AVEHA 28 —7 2 — A& LIBA DA TR
<7,

(73 g ANV O - 15

Pt R ML FEDT RLALZIFZAR—FTHAD T4 =7 P HEBRICDOVWTOI—H—EHKEBH T
To VTIAT DAMBER—FTORY FT—=0 - T IT 4 ET 4 —ZRETEHE, TIVT4ET4—D
A TRRMENTHy T =7 - Ny FORFITBRR S, Bl X2 FPVERESNET,

[Connection Events (i1 N> M) R—=IICid, FHRTEZOFER T X bD, WWW., FTP, F/z13 IRC
&, SFIFEREHGEYATINC)ZARNEINET, TOXR—VZEHL T, EZY—DRERNT T 4 w7
IZRIRT 272012, TNEDAXRRNDHAYIA AR LI—Y—MEHDA X bOIERNTEET,

Bl Z AL, FEMN FTP Z2@HL Try NI =TI T 27 NTHER AN a2 =)V TY 9 — &%
5E9I12, W=V EEHRZRTEET,
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H: EREEIC, 12— —0NEET 558N — MIH LU TREINET., 20k, FIP #Eiizt_45—
I 51213, FTP A —hZ2FHTHIHENH D ET, 1 #FIC 1 HEHZEEITIUISHFDO ST T 0 v 712
+4 T,

BHRANY FOMLES

Iy RNT—=2 « 8T T 4 IWNEEOR—NZ2E LT, BEDT RLANS, BEDxy hU—2r - 7Ok
DVEFHLTEZY —ME3y NI T2 E, BRI RNRBELET, 779147 2 A
NIy e ANy —lEEHLTINSOEEZBREL £, 81X MIBTLHRESCTDOMDED
LWT7 VT4 ET 4 — 2T 2D TIEIHDETALN, tFa )70 —EHEORELEZSISAEEDH S
Fw RT—2 « A H L ATY,

A AR ML, BEOREL TR F vy —ICDOWTHRY N = 24 —F 5D TIEHDEF A,
NGO TOREEEZI—TDHITE, BFaUT4— - AXRRE2HEALET., LT 25 R—
PO MtFaUrss— - AR NORRR] 23R TL7ZE 0,

A N> FOHIRR

A RMNSEBOHERA N FZHIBRTEXT, 2L, FHEROER AN heREL. BTTnzH|
P92 2 LITROTZHE, TOANY PRFFTERSNZRBITIIRS 2N EITHERL TS EZE W, 1N
HMIVA NS REEITHIFRENET. O MEHEFATLILENH>TH, FATERARDE
3_0

HIRR TS BT BHDARRS - TS50 T74 R

AR PEEZHEL T, UAMIELTBES IEEZRMFELTSZEW, ZohEeEUL, BTHEMGHT
LBENEENTZHE, AR MIASHDE TERZFHAARETT .
RY S —TOFIE

IPS O—HIIVEBA > —T7 2 —ADEE:

+ [Secure Protection Settings (CF a7 - 705727 a vi%w®)] > [Advanced IPS (55 IPS) >
[Connection Events ($#5i1 N> )]

SiteProtector DG

+ [Connection Events (ki1 N> b)) R —

A-Y—FRANY bOHERK

B —THNCINBA N ML, 7T I T P ATHERIT 50 EHELET, 227+ MEHA
TL—P—EH#HA R FEIERL T, 7T I1T P AN R MERBOAF ¥ > T 5BEDH DT b7
=7 N7y bOY A T ERSEIRELET.

HBROI-—Y—FRAR b

DY —EHEA R FEBMT B E, FHA AR PR A PO TFHICERSNET,

RY 2 —TOFIE

IPS O—HIIVEBEA >4 —T7 2 —ADEE:
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+ [Secure Protection Settings (LF a7 - 705727 a V&) >

[User Defined Events (L—H—EHEL N> b))

SiteProtector DE:

[Advanced IPS (55K IPS)] >

+ [User Defined Events (L—H—EHEA NV M) R —

A—YF—FRAAIbDAVTFR

I—H—FHR AR NEERTEIEEG, ARNIOWTEZY—TEFY NT—2 « X7y hNDYATE
WERDET 77947 > AERTSATFARNERRLET, J>FFAMERELEET, X7y b
EAF Y 2THEZITHBIIMERBZTLIONIIONT, 77534 T DA RTBHA N V72BNl £

T wr L <Id

RR=VD [I—F—E{FAR FOEHHER] 2L TL7ZI N,

UFOI—T—EHRANR OO TFANEFEHTEET,

¢ DNS_Query I 275 F Ak

e Email_Receiver 1> 7T F A b

e Email_Sender 2> 7 F A K

¢ Email_Subject I > 57 F A I

e File Name J>T7FZ k

e News_Group I 27 F A bk

e Password > 7 F Ak

¢ SNMP_Community I > 75 F A k
« URL_Data I>7F Ak

e User Login_Name I >7F A bk
e User_Probe Name 1> 7+ Z k

LFDOFEIZ, BA—TF—EFEHZ AR PFDOACTFARZYARL, A TFARNDEZY —HRITDONT

St L., #lzRL X7,

aY5FFAb

i

DNS_Query., DNS @%x? DNS £ &. UDP BXU TCP
¥HD DNS JBE/NTry NEEZI—LET, 7753147
DA TARY T Ry 7 ANOE#RZE., 2508
7y BNOIERN—2 a3 > (ANDBRATHETEZ5H) O
RASRAERBLET, == 1P 7 RL A&
LTHEEYA NMCT7 7 A LRSS, DNS Vw7 v
DIELBRWED, TTIAT 2 AFA RN M EBRETE
FH A,

F: FEOD URL 2B —T258A. RAL A3
DEZTLNBNWI EICBELTLIES N, #ilz

. /iwww.news.com &, http://www.news.com/stories 1233
FBRAOEFETY, URL O #MET 51213,
URL_Data 3> FFAbZMHALET ( [URL_Data 1>
TFA N EZH),

DNS_Query I >7F X bZ www.microsoft.com &5 A
N>l E—FEICfEHT S &, Microsoft Web B MZ
T CATBHLI—Y -T2y —FTBHIENTEET,

A1 FNTA >4 —%v b EDONy H—B#EOERNZ T 7
Y AFT 21DV TEHEL TWEHEIL. KDLD
IRRAAL D ANDTY VAT —FTHIENTEET,

* hackernews.com

¢ rootshell.com
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aAYTFFAL

il

Email_Receiver. SMTP. POP. IMAP O%& 70O k)L %
FHTD E A=)« AN ¥ —DZEMT KL il %EE
ZH—FTBHIET, HEDZEHEICHTHEE E AL
FREAREE A-NE2EY—LFT., 75147 A
7N Email_Receiver A>T FARNZFEHL TV *F v —
=T AR NERBLZSERIZ. X2 NOFEHE
FANRDZEICEST, D E A=A LAZ7DO O
WEHRIT D ENTEET,

E: 2O FF AT, MAPL 70 )V TEEIN
72 E A—=)Vi3E=~¥—LFH A,

N =) TOPZT YT BERLTEE
OHEEBRIELTWE EEONZEAIL. TOHEDT R
L ANDER E A—)IVEE=Y—L. #EL IP Eickk
THIENTEET, 2. HELIENOERIEREHTE
D E A=)V« T RLAIZU =V L TWBEEDNS
BEIE. FOT7 RLAAND E A—)VZBWHT S ENT
EET.

Email_Sender. fFDEMANDERFEZIIFHEIE E A—)
T4 —9 51214, Email_Sender I >T7F A hZ&{HiH

L £ 9., Email Sender I > 7F A Mid,

SMTP. POP, IMAP O& 7O I ZEMHHL TS E A
= N —DEMANT RL A EEZY—LET,

77 IA4 7 AN Email_Sender I T FARZMEHL T
VIR F v =T HAN hERELESGSIE. AN
S hOFEMEFND ZEICX> T, €D E A=V
L7780 b)) zHlild s EMTEET,

F: 20X FFANTIE. MAPL 7O M)V TEEIN
72 E A—J)VdE=F—LFHA.

V—y) s TUVZTY T EREFFOMOLEEED
AAT A (AN R BHT 556, R3S
NS OERIFAWL (T M2 R) 2RET 284
12, Email Sender I >FTF A RZEHL £,

Email_Subject, SMTP, POP. BL N IMAP D& 7O K
DE2FHTEIAY =D E A=) - AwyY—IZH 3
hafieE=y—L%7,

F: ZOaCTFFEARTIE. MAPL 7O RV TERES N
77 E A—JLIEE=¥—LEHA,

HEAR IO NAFRE T 7 MAIINVGEEZAY—T B
LS THERIFAVWEREBT 272001 X FNEERT
=F7,

Email_Subject Zf#ifH L T,
DI 4 INAERETEET,
Eb: DI ABIOEOMOBIRITNL, 4T E R
MICAET LR TOT T LANEGENTNSED, Ihb
DY A TDT 4 )V AZBIT 5Y4A18 Email_Content 1 >
TFAREMEHLTIZS N,

MMLOVEYOU] T4 VAR E

File_Name. File_Name 1> 75 F A NI, I—F—F713
O I LIMUTOWTN O T O M)V EFHLTYE
—MUTT7 7 AN DFHAROD L7213 7 7 1 I ANDEZAH
AT EEIC, TNEREBLET,

* TFTP

« FTP

e Windows 7 7 J)VIA (CIFS %7213 Samba)

e NFS

E: NFS 13, 7y A IINAZBEESBETICT 71 IV ZH
KZEMTEET, ZOaA>TFAMRFEHRHLTZ 71V
AD NFS 77 2AZEZF—LTHh. 100% BFETE
ATRWHREME NS D T,

1999 4D Explorer 7 — A7 Windows v k77— 2k
IZEMLEEE, ZOT—A1FUE— MDD Windows HA
LORET 7 ANNDEZABEAAE LT, TOXIR
T—LDBE., Ty AN~NDT 7 Ailfs2E=5—L.
O—HITOY—LDERZIED D ZENTEET,

News_Group, ttEN7 Vv AT 2B 20— - Z)—T4
ZEZHY—95HITIL. News_Group A>T FARZMAL
F79, News_Group I 7 F A M. NNTP 7O ~a)L %
AL TZa—RA - V=TT VAL TS ANEED
Y—L¥ET,

ZOATFARNZEMFEHLT, (ENDOA > —% v MEH
RS —IZBS L TREY /A= a—Z - Z)b—7 \wh
— TN —=TRHRIN ) - TN—=TaE) ~OHT A7 )T
Ta ERIMTEET,
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aAYFFAL

il

Password, v hJ—2 FETEXTEINZ/INAT—R

2T B121d, Password A>T F A MEEHAL ET,

INAT— RNEE LS TWARWE, 74 v h—Id. Blo

YA MNEAZ T y— - TOTILEHERHLTN T 7 4

IEEZY—L, HHEICNAT—REBERDZENTEE

9, Password 1T F A Mg,

FTP. POP, IMAP, NNTP, F/zl% HTTP O k1)L %

FHALCTELT/NAT—REREZELTWE SO LET

31— —%2E=~%—LF9J, Password I TF A%

fEHdT2E LFDOZEMTEET,

e WEHIRAWT NI FETEZAA—LTTIHL 2Dy
Do T ERET B,

s BELMEOTHY > hE®ZSY—T %,

s TIFINE - NRAT—ROEHEHRINT 5,

EF: 2O TFARTIE, BELSAT—RE2EZY —

LEH A,

s WHIRANWTHY Y PO —: BEBERAWT Y >
NEROWHLEBRT, TOT7HU > hEFRLELD &
FTENEBNS DIRBEEY —TBHI X EERL
T, BHRAWT Y7 VA LEANERET S
ENTEET,

s BILAZHBOTY AV FOEZSY —: SBEL (LB OD
INAT— ROMRZBEMLUT, ABELEZT T > b
DOEFFIOUE—b - VI EARITERHETEET,

e FIFIVE c NATU— ROMHAOKH: — RN
HEROHZES ELTWET Y v i—2RHET 51
i, U MCBEET 2T 7 4 )L b - XAT— R ERR
TEHARNNEEY VTV T LET,

iE: X-Force 7—RX—2I1ZIF, ZOX5RT7hT 2 M

D ERT L I— RBEHEEENET., 774V 5 - /X

AT —RIZDWTEEL <13, X-Force 7—4% X—2A

(http://xforce.iss.net) T/NAT — REHRBL T EI N,

SNMP_Community, SMNP I3 a2 =5 —+« A hU 7
OERE, EHOREEEZEZY—LET,
SNMP_Community I >7F A M, SNMP I 2254
— AN T EEDTRTONT Y hEEZY—LE
9, SNMP JXa=5¢— - AhU 27 SNMP A
T—HNOENNAT— R TY, TONRAT—RIF., &A
wt—VERBIAELET, NAT—RAGEII =T+
— A TRWES, Ay b—JIESEINET,

RIEENTWRWEANII 2 =T 4 — - A MU T &
STLEI & ZOFANTZTOHBERZHFAL T, THHAD
WENSBEELSERT Y EZERELED, S5I03EEE
BERLZDTEDLLIITRDET,

BE: ERICEHAROEVWII AT —  ARNY T %
AL, TNZ2EMMICHBRT 2 ZEZ2RFIL TS
U,

c HARYVF O ZRABDMADKH: SNMP I 3
A= 4— AN T EEETLHEEIX. Zoar
FEAREMEHLTA R b2ERL. 77517 >
AMBEA RN T DR ZRA DA EMRET 2L
IZLET.

e FIFIVE - AMY VT DR ORI X-Force T7—%
N—212d, — W aEE L ToTF 7408 - O3 2
=54 — - AMNU VI I EIEaT0EEEIC
RT3 ERNEENET, Y¥ v h—d. INs507
T« NAT—RZMAL TBEHKROEEICY 7
TALXDETHEHEENHVET, ZOT7 VT4 ET
4 =T TIAT A RHERSIE,. ZoarT
FARZERALT, TEHOYA MNCd @IS
TETIHIVE « NAT—=REEZA—FTHAXR2 I
ZERLET., TNHDI R ME. 206 0—fiRH
BEVWEEZEAD ETET Y —ERINTH &
MTEET,

7E: Internet Scanner ZfHL Txy NU—U & AF v >
T5HE, ZOATFAMEMALT SNMP 1322
TA— - AN T EmETH572DD)L—)L' T, SNMP
AF ¥ OANDREEL T, ZOAXR DA AY AN
B <mians880Hh0 £,

BRBER: 74 - XAT—=RIZDODWTEEL I,
X-Force T—4 N—Z (http://xforce.iss.net) T SNMP Zf&
RLTLEIN,
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aAYTFFAL

il

URL_Data, HTTP GET ZRICBIHIL 2X £ tF
2T —MEEZIIRY > —MEE2E=Y—-LET,
HTTP GET ERNHEAETDHDIE, 75147 > (Web 7
TP =72 E) 28 Web U—N—MN5DT7 71 IV EERL
7=&E T, HTTP GET ZEXRiZ. Web H—N—1ZH 27
T AN ERIET 200G —RH5ETT.
URL_Data J> 7 F Z ~Z. HTTP GET E:RICK 2TV
T ZADBRIC, BEARI D URL ONE (KA1 %
F237 RLABKZRELEZHD) 2= —L T,
E: 203257 F A NI, HITP GET ESRICEHEATT 5
NTVDRAA EEZEZY—LERA,

FWEHZ CGl A7 U T MIBETHREET 753147 >
TEZHY—F5IF. TOATFAREFHALTLIZE
W, IBM ISS @7 BNAH1U— #32 (1999 4 8 H 9 H
JU—=2) 12, ZOa>FTFAMEFEHL T Microsoft
Internet Information Server I 2 7h—% > b OB WL FFIEZF]
AT 2B EREBT2HEORAND D £,

SRBIEH: 7L <!Z. [Vulnerabilities in Microsoft
Remote Data Serviceld (http://xforce.iss.net/alerts/
advise32.php) 2L T<Z3 W, BN Ea2—%
—ZfH L THNZEIEY A N (RIV /B A e &) I
JEALTWANE I NELEMITRET 256, 200
CTFAREFHITAHIENTEET,

User_Login_Name, #&ifZRHFICFEL TR SNz —H
—#Z2RHELET. ZO0aACTFFAMNIZ<OTOhall
g H5DT, ZOAXTFAREMHLT, 7¥vh
—MEHAT 7O VICEDS T, REOT Y M E
HALED ET 2B ZBITEE T, User_Login_Name
a2TFF A M

FTP. POP. IMAP. NNTP. HTTP. Windows. F/zl& R*
70 RNV EFRLZRFERTOFELD L —HEE
—H—=L%T,

BERAWT AT MEfHL LD &7 5ilAaBHT 5
e, il LU BNHTY AU > NMTA > F14 2T
TOEALELS ELEEBEDNDSEIC., 20O TFA
Ne@ALET, WRIZEXODTH Y > N4 [Fredl) 12K
BIRAWNEZZZENDNS> TWBEEIE, Zoa>F
FANEEHLT, 20T HT 2 -AOT 7 il 2K
RIDANNERRLET,

User_Probe Name. Z{HfHO %y hU—Z7 LD 2—
H—=~D, TIH) b TOTITA NAT—RZEHL
727 7 AT 2 U E9, User_Probe_Name 1> 7
F A M. FINGER. SMTP. VRFY. B XU SMTP

EXPN ICBEfHT 5N TWEH I -2 E_F—L %
T, THIH—MMINGDTFTIHIV b - Tho > hZ2iH
LT, 5k, ZHHOY—N—FZEZ0Moa > Ea—
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F9, TOI—INEEHERIGEEE. BN Y122 2FHAL TOV—ILZBINT20HEND D E
9,

e =D EHFAT 7 AIVCHMB L THEEL TWIUE, 775147 2 RAFH A A RiFHDENEZE
HHN—a > o) —I)VICEHAL £,

H: MEATAIE, BEETS SID LHGETHESZEDIN I EZUET LA, REBICADEINZIL—ILE
FAWThT T4 w7 ERETHHEEZRDET, P ATLIF. TNXOFIOI =)L 2EEL T,

SNORT JV—=I)VOHIEE: 775147 > ATlE, BEDIL—ILBIOHIREARIL—IL Otk 2L 8 A, .
V=V ZEHIR L7285, TOHIBRE A —IVINASTZIL—I « T AV EHEA>R—h35&, 779147 >
ZIFXF D) —)V 2 SNORT RU > —IZEML E9,

SNORT JVb—=JL - 7AZ 74V

HE: SNORT JL—J)L « 707 71 )VEEREIZ. SNORT L2 22 DINT #+— > AT B % KT T A HEMEN
HBED, BEREZORMEHATEIIICLTLEI N,

SNORT JL—J)L «+ 7O 7 74V ZHH LT, SNORT JL—IVD/)NT +—< > A% L. FETDAEEED

HBEZNT =X ADMEE N T TN a—T 42T LFETd, INE2ENCTRE, 79147 A3 —

Y —NERFEZIZY T > O0— RuaJfE/s SNORT V=)L - 7077 1) « 77 A IVEERLET, 2D 7

AINITIE,. mOBKBENL WIL—IVDINT —< > ARENEENTNWET, SNORT )IL—)L - 7O7 v+

INCBT 2 EZEBEIHZ WS OMELFITRLE T,

o ZOOHEREIZIZ, IPS O—NIIVEEA V-T2 —A&fHLEZHEEORT VL ATEET,

o ZOMREZFEFTIT BHITIE. SNORT T2 2> & SNORT JL—IL « 7O 7 7 A ILEZANITHHENH D
EJCIN

o ZOMEEIZIZ, o T e Ty Ty —2ANTHESNEEIHDEFH . Network IPS 7S I147
A, ZOKEENT TICEENTNET,

SNORT V=)l » 707 7 A )b « 77 A IVILL FO#EHIICY — F TEET,

et B

I SNORT LV DI #EF LTI 74 w7 &) —TbBXOERRN L 214
T, SNORT L2 >WI)—)b - 7 a &L 7z,

—® SNORT L2 P >MENRTDIN—) - AT a il—HLiNT T v I ERHLZE
B

—Hial SNORT L2V 2MEDN =) «+ T2 a  ilb—WITDRT T 4w I NN EZm
L 7z e 4,

LW T 4w 7 CEYRRE) |SNORT T2 P2 MU A RSNV —IVIZIBS LTENT Ty hERET 2 DICE LY
R,
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Wt BT

—FUZ0DFEYT 2 |SNORT TP MMIRTDIN—)V - T3 IC—HTDHDENNTy hERETL2OICHE
7 CEEI—%) U 7= R,

—HARUNEZ0DEYST |[SNORT L2 MMNANRY REERLEN S/ hERET 2 OICHEL 2 E
42 CEE—%aL) | M.
Fr ZOWENE. ZU—2 - RI T4 v DORBIZESCINIZIRERMZEZRLET,

payy
(=)

t54v 2 ROZWILIERR (A L2V —),

=010}

SNORT JL—)b » 707 7 1 JUIEEHZ DWW THEL <1, https://www.snort.org ZZH L T 7231,
BR— b E N7 SNORT A T3>

Network IPS 7 7' Z 4 7 > Ald. SNORT RO TDOA T a &2 HR—KFLTWEHA,

config alert_with_interface_name
config alertfile

config chroot

config daemon

config daq

config daq_dir

config dag_list

config dag_mode

config daq_var

config interface

config logdir

config no_promisc

config nolog

config pkt_count

config policy_mode

config profile_rules

config quiet

config response

config snaplen

config umask

config min_ttl]

config new_ttl]

include

output

preprocessor normalize_ip4
preprocessor normalize_ip6
preprocessor normalize_icmp4
preprocessor normalize_icmp6
preprocessor normalize_tcp

SNORT D

YR« J1 i ( [SNORT Execution (SNORT %#17)] ¥ 7I1ZdH D £T) T. SNORT RZEHEL F
9, SNORT HlZ TCPDump KT TWET, KX 1 DU EDOTYIFT A TINHOET, TUIT 4
7213, 1 DU EOBMT RN W ID (BRTERZIIES) DEEnThET., ROEHER 3 DOEAR
Fid. type. dir. BEW proto TY,
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https://www.snort.org

&A1 LT

type ID ZE3HF5OSEZBI L £T. #i:

e host: IP 7 RLARHEDEN I T4 v I EZRLET,
host 1.2.3.4

* net: CIDR ZilZfHHAL Txy hU—r 2%+ 7
Fv¥—L%7J. net 1.2.3.0/24

e port: FFEDR—FTHAVDTBENT T v I EREL
%9, port 3389

+ portrange: HSHPANDTRTODR—F DT T 4 v
7 ZM#A L $E79 . portrange 21-23

dir HmaEEE Ll £9. #i:

e src: V=AML D NI T 4w OB EMHIL. KA K
DD ZERELET, src 2.3.4.5

« dst: FEENSD T T4 v I DAREREL. RA R
ORI ZRREL X9, dst 3.4.5.6

proto Ry FTEBEEOTONIIVICHEL £, proto & A

NI BHHETH 0 ER . Hi:

e tep: XwF % TCP bT 7 4w ZITHIBRL £97,
tep

e demp: XY F 2T % ICMP T 7 4w ZICHIRRL £
9, icmp

c udp: Xy F % UDP bT 74w ZITHIBRL 7
udp

3 DOEHIT & T RTHAEDOE A
* src port 1025 and tcp
* udp and src port 53

HRY L —TOFIR

IPS O—HIIVEHA 25 —T7 2 —ADHH:
+ [Secure Protection Settings (EF 27 - 70577 a Vi%&)] > [Advanced IPS (L5 IPS)) >
[SNORT Configuration and Rules (SNORT k3B LTIV —))]

+ [Review Analysis and Diagnostics (WX OZWDMER)] > Wi > T[SNORT Rule Profiling
(SNORT JV—)V - 707 7 1))

SiteProtector M35: [SNORT Configuration and Rules (SNORT BB LIV —))] HY o —

VARVR - 745 —DIER

VAR Z « T4 W —ZEALT, 7TIAT DAMLV AR AT HA R NOBBIOEHI Y —))
ICHRESNE AN FORZERIEL £T,

VAR A « T4 NI =&AL TUTEITD ZEMNTEET,
o TV —ITHRESI Ny N —VHBEICHEDEEHTEF 2T 4 — - A XKDV AR A%
Hpkd 5%,
s TITIAT ANA ) —INICHETSHEFaUT4— AR NOEERES T,
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i

tFaTTRETELRY FT—2 EOKRA N, FRIEZMOEMENOIEETY 7747 > ATEMALIZNWIER
A S HBEER, Ignore VAR AZGINIULIZLV AR X « T4 Y —2FHTEET,

VARIR - 745 —DEH

VAR A « T4 VF =1L ORI RE/R BN D 0 £77,

e (A —Tx—A

+ {48 LAN (VLAN)

e V—AXRRBY—T Yy D IP 7 RL A

o V—AFRRY T FOR— b ES (&R— bERIEEOY—E ZICBEEM T S N ERIR— ) £
7ZI3ICMP %1 7/a— R (WIThH AMER SN ET).

ZANVI—ELVEDHRDA AN b

TTIAT A VARZA - T4 —IC—HT BT T4 v 0 ERETEHE. TDT 4 )VY —ITHE
SNV AR AZETLET, TNESDBEIRL. 7T 7147 2 AEA X2 FEEKICHEES N L AR >
AZFITLERT,

H: EFaVUT 40— - AXREZENTTHE, ZRUTHIRT DL AR A « TAIVI —BENTIR0 X
ER

VARIR - 740V5—DIEF

VARZA « T4 WVE =BV —IVBEFIRENET., HIZE EROT 4Ny —ZFCEFaUT1— - AN
CRTEMULEERE. 77947 CARBIIC—BICLZDDICH L TL AR AZEITLET, 7751
7AW TN —DUARE ENS FADIRICEHEARD £7,

RY S —TOFIE

IPS O—HIIVEHA >4 —T 2 —ADGE:

+ [Secure Protection Settings (b¥ 27 - 70577 a V&) > [Response Tuning (L ARV A « F
—=7%)] > T[Response Filters (L ARV A + 7 4 )V ¥ —)]

SiteProtector D5
+ [Response Filters (L ARV A + 74 )V ¥ —)] "YU —

LEEF AT A - AT DB

CHEROXY NT—V TR R—F2 N EHETBRITENLDEDIT. TOT7TIA4T7 2 ATIE. O
T e AR MNEEY #—<w ~ (LEEF) %fﬁﬂ%bft#:l)74~ AT R AR - H—D
¥ — (SIEM) 1A N> MERZEEFETHIENTEET,

CDYRIICDONT

COWREEENCTDHE, 775147 AL IPS 1 X2 K, SNORT A R b, EHEMETIT—h - AR
M BERPATL - TTI—h A X2 % SIEM IZiEET 5729 LEEF ICAHIL £9 ., [Review
Analysis and Diagnostics (D HTB L UZWOMER)] > FU20O—F] > [Logs and Packet Captures
@ZBXUONTY bOF X TFv¥—)] T, IPS O—NIVEEAS 2 H—Tx—ANn607 - 77 1)V
THIENTEET,
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H: IPS A X2 MZIE, BFa2UT 40— - AXRTE, BRI, - —EFHRAXR b, BXIO
OpenSignatures R > —DA X " FENET,

ZOEREIZ. Q1 Labs THF SN/ QRadar SIEM ZfHL TFARINTHET., F#L<IE
http://qllabs.com ZZHL T 723 W, QI Labs OBEERIT. http://partners.qllabs.com 1Z7 7t AL T
DocCentral [ZH1 >4 > 952 &ET, BRIZFRTEXT,

FIE
1. LEEF > A5 A - OJBREZ AL E T,

a. IPS O—H)VEMA > —7 2 —AT. [Secure Protection Settings (k¥ 27 «- 7057 a %
)] > [Advanced IPS (Ji3 IPS)] > [Tuning Parameters (Fa—=1 7% « NTA—HF—)] T
H#EAE£J, [SiteProtector Management (SiteProtector & #)| T. [Tuning Parameters (F 1 —=>
T e NXFGA—=F—)] R —ZRRLET,

b. Fa—=27 «/)XTF A—%— crm.leef.enabled ZENIL T. TN% [Truel IZHREL ET,

2. 7232 LEEF AT L 07 - Ty ANOYA X aFHEL LT,

a. IPS O—H)VEEA >~ —7 12 —AT., [Secure Protection Settings (EF¥ 27 - 057 a vi%
7€)l > TAdvanced IPS (J55E IPS)] > [Tuning Parameters (Fa—=17% « NT A—4F—)]
IZH#EAE T, [SiteProtector Management (SiteProtector 45 ¥)] T. [Tuning Parameters (Fa1—=
VT e NTA=F =) R —EFERLET,

b. Fa—=27 - /)XT A—%— crm.leef.logsize ZENML T. TN%Z 1 N5 100 MB D DOEE
ICRELET, 774V MiF 10 MB TY,

3. SIEM &i{E9 %1213 Secure Shell (SSH) VO )V EFHLET., 7 7F14 7 > A/M5 LEEF A

T O ERAET I3, vFa 7 - aE— @annv/h%ﬁmﬁéxo SIEM ZHERk L %

9, OF « 77 )WL /var/iss/leef.log IZ&H D £, QRadar SIEM (X, 15 43T &IT LEEF ¥ A5
L O ZRELET,
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% 6 E X-Force 7OAFo 3y - € a—Jb

IBM X-Force OWFFEBIRETF — A3, &FTOBFBOMEMZHRHEL ., BEHLTWET, F—ATIE. BEHOD
X NI =0 BN RET S0, THHAOTY T4 7 > ALE#HET LI T AT — - EVa—))
BLOa TV EREELTWET,

PAM

PAM (Protocol Analysis Module: 7O kUM EY 2 —)b) 1&. %y NT—V EZ2RERANSIRET 572
DIZT TIAT7 D ANERATHEREIRMIEL ET. PAM 1E. GFENABRERAY X MR 2008 k%
L7z —F X—ZATTY, IBM Security {Z. X-Press Update (XPU) Zfifl L T PAM 1&¥#i % BHrikiE
IZPRB £, X-Press Update |F, IPS O—IVEHA >4 —7 2 — A% /24 SiteProtector @ X-Press
Update Server 27T L CHEATE X, PAM ZHliHT2ICIE, Fa—=227 - XTA—F—FElka AL
£7,

X-Force 77 #JVb - 7ZOvF I DER

X-Force 77 # )V b« 70w F 7% FHT 5 E. X-Force HREDA X2 MK LT Block L AR AH
KN Quarantine L AR ANHBMWICANITEDET, ¥ 7F147 > Ald.  [X-Force Virtual Patch] ~X\—
PTHRINEA T2 a U U T, HREEEZANELZIENICLET, UTOA T aNdbD ET,
# 4. X-Force DA 7> a>BINT I3

FTav BBGEEOT I ay

i X-Press Update (XPU) ZH#H T2, 777107 > A%
XPU TERINTWDHHA N2 ML T Block LA
R ZAB LY Quarantine L AR ZAZEFNILET,
Through XPU (Z® XPU %£T) XPU Z#M T HHIC, 7T 747 2 AREED XPU N
—Yary (FON—Ya EEY) EFTIKERSINZFHH
A4 X2 MZ Block L AR ABEIN Quarantine L AR >
AERELET,

XPU a7 2V HEHOEH ZHIET 5I121E,. 2o+ 7>
a EFHLET, TARESAD XPU N—2a »IiZZd
F T alERETDHE, TTIAT AMENLOVED
XPU N—Ta zlEfdT2sZEidbDERA. TT R
2. ZOF T a EFHL T X-Force OHEIETFIE % i
AU, FHRARD MGEHAT AN LR NWNERET S E
MTEEXT,

124V XPU ZHEM DRI, 775147 2 Ad XPU TEKES
NTWBHHA X ML T, Block L AR ABIN
Quarantine L AR > A &FZE L FH .

RY S —TOFIE

IPS O—HIIVEHA 25— T 21— ADEFE:
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+ [Secure Protection Settings (EF a7 - 70577 avi#E) > tFaUss— -2V >
[X-Force Virtual Patch]

SiteProtector DG E:

+ [Shared Objects 3f5A+ 7”7 b)) > [X-Force Virtual Patch] 1) —

T—HHRERDBILEL TRTF v+ —DEEA

fifl NGB PIREFE ¥R (Personal Identifiable Information: PII) °Z DD, vy hT—JNTBEILZD %y b
T — 7 AEBICEEN L TWABEEERO/N Ty hEREBIOSHT 2I121d. [TF—BKOMIE) #eez
ALET, THEHOTY 75147 D ADEREHA RN b, I—F—flAHEDEAXR N, BIXOI—T—F
FAINLET, ZOWREZFEATEET,

[F—BRDORAIE] DLiEH

FT—=FEEOIETIE, T—% « Ny %y bT—7 EEBEITSLEIICENSO/NNT Y hERTEL,

FNUCES T, L DY A TOWRBEROREZHBHLET, ZOMETIE, SFIFEL7oralBLN
AT YRNONY—2 (VL2 k- h—RES, 4Rl B, @8, E A=)l - 7 RL A, (&R EE
F. TAUNEGREOETEES. BIOT AU DEGREOHARE) ODINY—2E2HATEET,

5, FHIRES VAT Yy —ICMAT, I—Y—FEDHNAY L - T F%Fv—% 8§ DETIERTEE

T, T, FRIRE VR F v —EA— T —ER VR Fv—2liAGbOETYIN—TT B LT, 1—
Y—HAEDOE I T2 F v —% 8§ DETHERTEET, I—TF—HIHEDLEI VX Fv—Id, B—F—

G ety FELUTHEREL 77,

NIA=IVREFa—=2F

TRTOT—FHEEDO I T3 F vy —BIARXTO NN EFICTEE, XY NT—T - NTF =T X
WA SIMNDOEENFEETZRREENRH D ET, ZOL )07 OTFr i a 2RhEETIREITIFTEAER
<, A—Y—N0E LI VxFr—BIA 70D OY Ty hEFHNTHIONT, NT4—<X 2 AD
BB —icm E LU ET,

F—AEEO L. BRI TOvF O /OEDICHATEE T, FEAEOREIT. RUT—DFa
—Z VU HICEET—REFALET., 20K tFaUTs— - IXFx—V vy —NEEEZEPHET
70wy TEDAREMEDH D T—5 OHMBEEZEMT D-DITRNLEET, JORETIE, BEEE—RT
FTRTHBHEELCTWBED, JavF T - E—ROTFT7O1EFEHEL TWARWEEHH D ET,

REDITXF v —2aA2T 2 - I TITHEDSKREBEDAN Y bPBEND I ENHDET, [F—FHK
DRIk R —2EBL T, A2 MEHHTEET.

H: R —ICBT2XEBAMERIZAT, EFMOFa VT4 — - A2HINY 2 ERBFLENVLET,
RUS—TOFIE

IPS O—HIIVEBA > —T7 2 —ADEE:

+ [Secure Protection Settings (LF a7 - 705727 avi#E) > tFaUss— - EYa—)V] >
[F— & HEOBIE ]

SiteProtector D E:

< IF=FHROPjIL KU —
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Web 77U -3y - 705793 vDER

Web 77U —al - JOF7 3> (WAP) &, IBM Security 7O kU EY 2—)b (PAM) LT
UL DWE, BE, BIXUONTA—Y -4 (F—T—F) 2FEHALT. Web7 JUr—a> - tF
AT —WBITKT B 2R RE 2R L £7,

WAP 13, AFOY A TD Web 77U r—2a> - wFaT 4 —BENSIY NI =D ZRi#ET 5720

ITRNLB E T,

g EAi]

TE AR B T =T O I AFRIIREBICI—REFEALEZD, A2 —4—1T3))
TITEFEATESLELDICLT, T—IXR—ADFHEAWD £/213LH, £7-13 Web
YA bOTF—YDEEZUREICTZUE—b - AV RZEFTELLIICLE
£

BEOHD T 7 A IVEST PHP A7V T REFED SMB 77 1)« Ty NX\—Z2HAL T, YE—MITHI—

ROFEF, VE—MITDIL—F - Fv hDA A=), AT LEERDEF 2
U7« —12%E, Windows AT LD AT LOEF 2T 4 —RBEETZ VT
—MEFTTEDLDICLET,

7O AYA MERZE (CSRF)

Web B bAMEHE T2 1Y —05, EHFAOIT REEELET.

TR bR R B 8

Web A MBI 5 AT LAEBFOEHR (V7 MUz T ERM. N—2a e, N
wF e LRVeE) EREGELEDELET., ESINSEBHRICIE. N Ty T .
TryAINERIT KT 7 AINDND DGR ESTENDIHENH D ET,

INA o B TIN—H )L BB

Web XED)V—hK « T4 L7 MU—F71d CGL IV—b -« T4 L7 MU —DERIC
H5T7AIN. ToLZ M) —, BEORAX RAO®H T 7 v AZ2HETLET,

AL

k=
i

Web HA MS1—H—, $—ER, FLRTTUIr—>3>0 ID ORIEHIT
WA DALY =7y LT, TNERALES ELET,

Ny 77—« F—=N—70—

Ny T 7 —=DF—=N=T70—%25|ERITEDIC, ¥—F v FERFRT—5TH
SNSEET, 2ok, 7Yy Ah—d, A Ea—F—-IZHLTUE—F -2 2)b
EFEITL, BEMNROT T r—2a VI 5INTNE 5D EFU T AT LK
2L R,

TIV—h - Tx+—A

IR A XL T, MAQI—Y =%, XAT—R, ZJL Py k- I—FF
F. XEREERETOT S ATHIL £,

T4 LT U =R B

BHEOERT v A IDEEL TWRWESIZERINZT 4 L7 MU —HNDTXT
DT 74N EYZXRT S Web H—N—DHEREZREFHAL 7,

agire

Frwia - P—=N—FE Web 77U =12, BETHEBOREEDH 21—
H—[EH DBROFRZREIT D2 EI2E> T, BWEE Web Y —/)N—Z RIEFH]
HALET,

PAM #l#HOEF2VT 14— ARV FBEIVVRRIR - 745 —

70 k)N EY 2 —)V (PAM) &, X-Force Virtual Patch #ERFIHZHIE L =9, ZHid. PAM %
<OtEFaT4— - AXRVIZEHIEITZZEEZERKLET, PAM 1F. Web 77U —2 3> - 707
7 ar (WAP) RU—NIZHZ—TOEF2UT 14— - A X MR EINLEREEF—/N—TF1 KL
£9, PAM DMlHT 2 F 20T — - AR EFD WAP R P —REZA—N—F1 RT5I121d. LA
AR T4 NWI—ZFHALET., LARZA - T4 F 1T PAM HEZEA—N—F1 RT5DT,
WAP KU > —3%y NI =V OBBERIIH S TT VT A ET 4 —IRETHLIITRDET,
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HZ: PAM 2T 2WAP R > —3%E%Z. [Web Application Protection (Web 77U —3 3> « 7
O773a)) XR=YFkF eFar74— - AXRDK X=UNSEEFTHIEEFTEERA, VA
ROA TN —ZHATHLENHD LT,

Bl: 7Ay I hOEENDEE

PAM TIl&. HTTP_Unknown_Protocol - X2 I « /8T A—%4 —/8 Block L AR > A&MHT XD ITHK
INTVETA, ZOAXN BN Ignore VAR AZMHEHTHESICLZWELET, EFaUT~4

— AR R=IZH#EH, HTTP_Unknown_Protocol /XT A —¥—ZRL TENELHL LD ELED
A, ZDINTA=HF—=NHDFEH N, £ZT. [Response Filter (L AR A « 7 4 )7 —)] R—=IITHA
T, ZOARYIEDLVARIA » T4 )VF—ZERLET, RiT, ANV H2EY Foy o - Ry
A&BRUET, VAR Z « T4 )VF —REITKD PAM RENA—N—F 1 RS,
HTTP_Unknown_Protocol 1 N2k « XTI A—=F—=NGEL [ X2 hOEH] Z2HHTLHXRIITRDET,
Gl: BENDSBEBNANDEE

PAM TId HTTP_Get_CreateTable /X7 A—% —VHET/2> THWETA, ZNUITHEMAORY FT—2 D
REEICEDREVOT, THILIENWELET, T2FaUTq— A2 b R=TITHEA,
HTTP_Get_CreateTable /NI A —4 —ZRL TTNZHEHRL LD ELLEIA, ZONRTA=F—=NHD
FH A, TIT. [Response Filter (LAR A+ T4 )VH—)] R—=DIZHEALT, TOAXFAHDL AR
A TN —EERLET, KIT, TAR Fxv2/ Ry 7AZI7UT7LET., ZOLARZA -
T AN —FREIZELD. PAM FEENT—/N—F 1 RI1, HTTP_Get_CreateTable /X7 A —% —VHEZ)IT
ROELE,

RY S —TOFIE

IPS O—HIIVEHA 25 —T7 2 —ADHH:
+ [Secure Protection Settings (ZF a7 - 057 avik®) > tFaUss—--EPa—-)l >
[Web Application Protection (Web 77U —a - Jusral))

SiteProtector DHH:

+ [Web Application Protection (Web 77U —a> - a5y a)| 1" —
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EF7E AFovary - RAAVDER

AAZ L - TOT7>a> - RAACEFHTLE, | DOTTIAT D ATEBEOX Yy hT—27 - 2T A
ChEEZI—THIENTEXT, ZHE ZNH5ORY bT—=0 « T AL AR LEZF2Y T4 —
REEMLBEETLDHETHARETY, Y077 ar - RAL L KB —DX 51, £5TEED
TTIAT AMERy T =0 E =L TWANDOEDITHEEL T, DAY L - TOTFr>a> - R
A EMHTEHIET, 8BS Fy bT—0 « BT A MNIRRBDEFa VT4 —REZERT DI EN
TEXT,

sJa-=-/\J)v-7aFosrar - A4y

BT TIAT A Ta—=N)L s FaFral s RAL RO, ZHUIHIBRTEE B . TR M
FTRC, Z7Oa—NN)b - 7Oa573a3a> - RALCCOFRICUARENET, v hT—27DEtvT7 A MTh
2o TCHEHAT IR MERERTAEEE. 7O0—NL - RS —ZEHLTLEZSW, 7514 T AT

za—=)Nb - RU—ZEATLHE, 77947 P RF v FT=U OERBEHITOWTH U HETA AN
ChEUELUET,

I NT—2 FORBEDLZ T AL MZWHT 53R > —2#KT284813. &7/ A Ncyasr72a .
RAA Z2ERLET,

H: 7o—N)b - 7a5r7a> s RASCTIE, 79974207 AR BIOZAAN—T - A RV MC
NI BIN—IEEITAENILTLEZIN, 799574 2 TBIXOAA —THRIZERDY —7 v b ERHRIT
THOM—EHITHD, NS0 —7y MIEROTOT I a « RALAThiz> TH#L Tws ]
NSV ET, NS5 —I)VEZa—)N)L - a5 al « RALCTENILTBLZET. 20
FOWZEZEFEIHRE L TELRETEDITHILBEET,

TAForay - RAAL DB

WM—7T7I5A7 A2 FRLTC, SE3FhtFa) 5 —EHE2EOERORY NI —27 - ¥ T A &
TZA—TFBIZE, WAL - TaTra - RAALDEERLTLEZSW, Znso7ya5r7a > -
RAALDEHHLT, B2y T—2 « A NIR S 2Fa2UF s — - RU—ZEHALET,

A—F. VLAN. £ZI3Z 1P 7 RLAHHMEZMERAL T, 70577 a> - RAS VEERTEET,
RYUS—TOFIE

IPS O—HIIVEBA >4 —T7 21— ADHH:
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